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Abstract
In today’s software development landscape, Python stands out for
its simplicity, versatility, and extensive ecosystem. Python pack-
ages, as units of organization, reusability, and distribution, have
become a pressing concern, highlighted by the considerable num-
ber of vulnerability reports. Existing benchmarks either do not tar-
get Python package-vulnerabilities or faces label accuracy issues
stem from non-security-related changes within patching commits.

This paper addresses these gaps by introducing PyVul, the first
comprehensive benchmark suite of Python-package vulnerabilities.
PyVul includes 1,157 publicly reported, developer-verified vulner-
abilities, annotated at both the commit level and function level.
To enhance labeling quality, we propose LLM-VDC, a generic vul-
nerability benchmark cleansing method that leverages the code
semantic understanding capability of LLMs. LLM-VDC improves
PyVul’s function-level label accuracy by 2.0 fold and establishes
PyVul themost precise automatically collected vulnerability bench-
mark. Based on PyVul, we conduct the first empirical study to un-
veil the characteristics of Python-package vulnerabilities and the
limitations of state-of-the-art detection tools. Our empirical anal-
ysis reveals that current rule-based vulnerability detectors suffer
from mismatches between their assumptions and real-world se-
curity scenarios, and limited support for high-order vulnerabili-
ties, cross-language interactions, and Python’s unique language
features. On the other hand, ML-based detectors suffer from their
inability to reach the necessary context. PyVul provides a solid
foundation for advancing vulnerability research and tool develop-
ment in this domain.

1 Introduction
Over recent years, Python has become the leading programming
language due to its user-friendly syntax, versatility, and rich ecosys-
tem [1].With nearly 600,000 packages hosted on PyPI [2], Python’s
growing application across domains like web development andma-
chine learning (ML) raises critical concerns about the security of
its package ecosystem [3, 4]. For instance, web development often
faces vulnerabilities such as cross-site request forgery (CSRF) and
resource exhaustion, while ML packages are prone to issues like
improper input validation. GitHub Advisory [5] reported 507 vul-
nerabilities in Python packages in 2023, highlighting its growing
security importance, comparable to npm (394) and Maven (937).

These vulnerabilities are particularly critical because Python pack-
ages play a central role in the modern software supply chain. Vul-
nerabilities in widely used packages can be transitively inherited
and propagate to a large number of downstream applications with-
out direct awareness from end developers, significantly amplifying
their security impact.

Despite this, no benchmark comprehensively captures real-world
Python package vulnerabilities with high accuracy. A better un-
derstanding of real-world vulnerabilities is essential for improv-
ing their detection. By systematically characterizing which types
of vulnerabilities are most prevalent in Python packages, which
vulnerabilities have the most severe downstream impact, and how
these vulnerabilities arise and are exploited in practice, we can de-
rive actionable insights to guide which features and analysis capa-
bilities should be prioritized in vulnerability detection tools.

Current vulnerability benchmarks, composed of vulnerabilities
at either the commit or function level, either do not derive from or
are difficult to associate with Python packages. For instance, CVE-
Fixes [6] and CrossVul [7] are collected based on code repositories
from security platforms such as National Vulnerability Database
(NVD) [8] and do not effectively map to Python packages. In addi-
tion, datasets such as VUDENC [9] and SVEN [10] focus on Python
code changes, consequently overlooking cross-language vulnera-
bilities. This motivates us to collect the first benchmark of real-
world vulnerabilities in Python packages.

Additionally, concerns regarding the quality of existing bench-
marks have been raised [11, 12]. In vulnerability-fixing commits,
modified functions are often labeled as vulnerable, even when
changes address non-vulnerability-related objectives like refactor-
ing.This leads to inaccuracies in vulnerability assessments. Recent
studies have attempted to address this challenge. Wang et al. [13]
combined LLMs and static vulnerability detectors to determine vul-
nerable samples; however, as static vulnerability detectors are used
for validating samples, the resulting dataset can no longer serve as
a benchmark for them. As revealed in our empirical assessment,
current state-of-the-art static vulnerability detectors for Python
suffer from low accuracy and excessive number of warnings, un-
derscoring both their need for an effective benchmark and the in-
adequacy of relying on these detectors as validation mechanisms.
Ding et al. [14] proposed a heuristic-based labeling approach that
significantly improves label accuracy but incurs substantial data
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loss and restricts the dataset to single-function vulnerabilities. To
overcome these issues, we make the first attempt to refine and
cleanse the dataset using LLMs, with manual verification to ensure
accuracy.

In this study, we present PyVul, the first large-scale, high-
quality vulnerability benchmark suite for Python packages,
and we evaluate how effectively current vulnerability detec-
tors identify these vulnerabilities. PyVul consists of 1,157 ver-
ified vulnerabilities across 151 Common Weakness Enumeration
(CWE) categories, identified in Python packages and refined through
our LLM-based cleansing method, LLM-VDC. To cater to the needs
of vulnerability detectors operating at different granularities, we
prepare our benchmark at both the commit level and function level.
To enhance label accuracy of our benchmark, we developed and
applied an LLM-assisted data cleansing method, LLM-VDC. After
cleansing, our benchmark, PyVul, achieves an accuracy rate of 100%
at the commit level with 1,157 repository snapshots, and an accu-
racy rate of 94.0% at the function level with 2,082 vulnerable func-
tions, as validated through random sampling. This makes PyVul
82.5% to 92.8%more accurate than previous automatically collected
function-level datasets [6, 7] and comparable to the human-anno-
tated small dataset, SVEN [10]. LLM-VDC demonstrates superior
universality and outperforms the state-of-the-art labeling method
introduced byDing et al. [14] in amulti-lingual vulnerability dataset,
with a 33.1% greater improvement in function-level label accuracy.
We evaluate the effectiveness of our LLM-assisted data cleansing
method and the quality of PyVul in RQ1.

Furthermore, leveraging PyVul, we assess state-of-the-art rule-
based and ML-based static vulnerability detectors (RQ2 and RQ3).
We leave the evaluation of dynamic vulnerability detectors to fu-
ture work considering the common reproducibility issues in the
open-source repositories [15]. The results of our evaluation show
a significant gap in the ability of current Python static vulnerabil-
ity detection tools to effectively report real-world security issues.
In addition to this assessment, we empirically review six most fre-
quently reported CWEs in Python packages, aiming to provide in-
sights into the limitations of current static tools and fuel future
tools to detect zero-day vulnerabilities. Our empirical study reveals
substantial discrepancies between the assumptions of current rule-
based detectors and real-world security scenarios, compounded by
a lack of support for most prevalent types of vulnerabilities such
as those high-order vulnerabilities embedded in web applications,
and a lack of support for Python’s language features such as dy-
namic typing. On the other hand, current ML-based detectors suf-
fer from their unrealistic training data and function-level settings.
Taking functions as input may result in models observing great
variance in vulnerable samples or missing important context.

To summarize, our work makes the following contributions:
• The first Python package vulnerability benchmark, PyVul, con-

taining 1,157 commit-level and 2,082 function-level vulnerabili-
ties. It demonstrates an accuracy that is 82.5% to 92.8% higher
than that of existing automatically collected function-level vul-
nerability datasets, and it also excels in benchmark size.

• An LLM-assisted approach, LLM-VDC, for cleansing function-
level vulnerability datasets, which demonstrates a 2.0 fold im-
provement in function-level label accuracy and enhances commit-
level label accuracy to 100%.

• A thorough evaluation of how well existing rule-based and ML-
based detectors can identify vulnerabilities in PyVul, accompa-
nied by an in-depth diagnosis of their major performance short-
comings for both approaches.

• Our benchmark, code, experimental scripts, and supplementary
material are made openly accessible.

• Our benchmark, code, experimental scripts, and supplementary
material are made openly accessible at https://github.com/wqm
qdjd/PyVul.

2 Benchmark Construction
In this section, we elaborate on the three steps used to establish a
large and high-quality benchmark for Python package vulnerabil-
ities, PyVul. These steps include data collection, benchmark cura-
tion, and data cleansing.
2.1 Data Collection
We collect Python package vulnerabilities from three vulnerability
reporting platforms that detail the ecosystems from which the vul-
nerabilities originate: GitHub Advisories [5], Snyk [16], and
Huntr [17]. These platforms are widely used by developers and
serve as data sources for other empirical research on vulnerabil-
ities [18–21]. Our data collection covers vulnerability reports pub-
lished up to Jan 16, 2024. In total, we gathered 2,379 vulnerabil-
ity reports from GitHub Advisories, 930 from Snyk, and 321 from
Huntr, totaling 3,630 reports. We conduct an initial screening, re-
taining those that meet the following criteria: 1) they include fix
commits that address the corresponding vulnerabilities; 2) the repos-
itories are accessible at the time of data collection, and the commits
have not been rolled back or deleted; and 3) they are not duplicates
of any other reports, as identified by fix commits. Ultimately, our
initial collection resulted in 1,767 unique vulnerability reports.
2.2 Benchmark Curation
A comprehensive and accurate benchmark for vulnerabilities is es-
sential for evaluating vulnerability detectors [21]. Currently, there
are two main categories of static vulnerability detection methods
applicable to Python packages: rule-based and ML-based methods.
These methods differ significantly in terms of the context granu-
larity they use for identification. Rule-based static analysis meth-
ods, such as CodeQL [22], PySA [23], and Bandit [24], typically
operate at the project level. In contrast, ML-based static analysis
methods [12, 14, 25] generally work at the function level. To cater
the needs of both types of analysis, we have constructed a bench-
mark that accommodates vulnerabilities at both the commit and
function levels.

Commit-level Benchmark. To construct the commit-level
benchmark, we checkout the 1,767 collected commits as patched,
non-vulnerability samples and their direct parent version on the
main branch as vulnerability samples.

Function-level Benchmark. To construct the function-level
vulnerability dataset, we employed a common methodology uti-
lized in previous studies [12, 14, 25]. For each commit, we con-
sider the functions involved as vulnerability samples in their pre-
fix version and as non-vulnerability samples in their post-fix ver-
sion. From a total of 1,767 commits, we collected 8,374 vulnera-
bility samples and 8,374 non-vulnerability samples, resulting in a
comprehensive dataset of 16,748 samples.

https://github.com/wqmqdjd/PyVul
https://github.com/wqmqdjd/PyVul
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Figure 1: The overview of our study
2.3 Data Cleansing
To evaluate the quality of the curated benchmark and compare it
with baseline benchmarks, we manually validated a statistically
significant number of randomly sampled vulnerable commits and
vulnerable functions from PyVul, CVEFixes [6], and CrossVul [7] in
Section 4.1. The sample sizes were determined following [26], and
the results are summarized in Table 1. The accuracy of commit-
level labels significantly surpasses that of function-level labels across
all three benchmarks, achieving rates of 99.7%, 99.5%, and 99.4%,
respectively. On the other hand, the function-level label accuracy
stands at only 40.5%, 48.3%, and 51.2% for the three benchmarks.
The low quality arises mainly because numerous changes in these
commits do not pertain directly to vulnerabilities; instead, they in-
volve code refactoring, consistent code style maintenance, or im-
provements in readability, which are also highlighted by other re-
searchers [14]. For developers with security background, pinpoint-
ing the actual vulnerability-fixing changes within a commit is not
notably difficult. However, manually annotating all samples within
the benchmark is labor-intensive and not scalable. As an alterna-
tive, we propose an approach, LLM-VDC, that leverages the code se-
mantic understanding capabilities of LLMs to help filter out function-
level changes that are unrelated to vulnerability fixes.This approach
additionally improves the commit-level label accuracy, as we only
retain the commits with at least one relevant function change.

We utilize the in-context learning capabilities of LLMs due to
the insufficient fine-tuning data available for our annotation task.
We implement established practices of prompt engineering when
presenting the task to LLMs. These practices include system role
definition [27], few-shot learning [28], and chain-of-thought (CoT)
prompting [29], all of which have proven effective in recent stud-
ies. The system role defines how LLMs should function during in-
teractions, influencing the tone, focus, and limitations of their re-
sponses. In this case, we designate the system role as a security
expert. Few-shot learning enables LLMs to grasp and perform spe-
cific tasks through illustrative examples, while the CoT prompting
technique enhances these examples by outlining the reasoning pro-
cess behind the answers. In our design, we specifically ask LLMs
to state the reasons before yielding the final answer.

We now elaborate on the task formulation, emphasizing the clar-
ity and inclusiveness of classification categories, the adequacy of
context information, and the adaptive truncation of context to ac-
commodate the token limitations of LLMs.
• Adequacy of Context. The task involves determining whether

the changes made to a function are intended to address security

Role: System

You are a security expert that is good at static program analysis

Role: User (Example 3: Irrelevant)

[Query for example 3]

Role: Assistant (Example 3: Irrelevant)

[Reasoning of example 3]
[Answer: 3]

Role: User (Example 2: Changed for consistency)

[Query for example 2]

Role: Assistant (Example 2: Changed for consistency)

[Reasoning of example 2]
[Answer: 2]

Role: User (Example 1: Addressing a vulnerability)

Given the following related information, can you tell if the changed function is relevant 
to the vulnerability that the commit is trying to fix?
Please answer 1 if the function is vulnerable, 2 if the function is changed to ensure 
consistency of the fix (but not vulnerable), 3 if the function is totally irrelevant, and 4 if 
you are unsure. 
Please reason before you answer. But in the end, answer in json format like {'answer’:1}
```
{"function_name": "render_POST", 
"code_before": “
def deny_uploads_containing_script_tag(uploaded_file):

for chunk in uploaded_file.chunks(2048):
if chunk.lower().find(b"<script") > -1:

raise ValidationError(_("File contains forbidden <script> tag"))
", 
"code_after": “
def deny_uploads_containing_script_tag(uploaded_file):

for chunk in uploaded_file.chunks(2048):
if chunk.lower().find(b"<script") > -1:

raise ValidationError(_("File contains forbidden <script> tag"))

if chunk.lower().find(b"onload=") > -1:
raise ValidationError(_("File contains forbidden attribute:") + "onload")

", 
"commit_message": “Improve upload validation to check for dangerous attributes”,
"commit": “...", 
"report_link": “...", 
"description":”...I\'ve found a Stored XSS via uploading SVG file with the following 
content... onload="alert(document.domain)”...”,
"other_changed_functions": […]}
```

Role: Assistant (Example 1: Addressing a vulnerability)

The provided information indicates that the function 
"deny_uploads_containing_script_tag" has been modified to include an additional 
check for the "onload" attribute in the uploaded file chunks. This change is in response 
to a reported Stored Cross-Site Scripting (XSS) vulnerability that can be exploited by 
uploading an SVG file with malicious content.
The vulnerability description specifically mentions an SVG file with an "onload" 
attribute triggering an alert, which is exactly what the new check in the function is 
designed to prevent. Therefore, it can be concluded that the function was vulnerable 
and has been changed to fix the vulnerability.
Here is the answer in the requested format:
``` 
{"answer": 1}
```

Role: User (Sample to Predict)

[Query for new sample]

Few-shot Learning

Figure 2: The prompt used for annotating the relevance of
function-level changes to vulnerability fixes.
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issues identified in the associated commit. To assist in this as-
sessment, we provide two main pieces of information: 1) Details
about the focal function, including its name and complete func-
tion definition both before and after the changes, and 2) Con-
textual information regarding the vulnerability being addressed,
which includes the commit message, a link to the advisory re-
port, a description of the vulnerability from the report, and a list
of all other functions that were modified in this commit.

• ClassificationCategories.To help LLMs better understand our
task, we explicitly ask the LLMs to classify each change into one
of four categories: 1) the function is patched against a vulner-
ability; 2) the function is not vulnerable but has been changed
for consistency; 3) the function is irrelevant to the vulnerability;
or 4) no decision can be made. We provide LLMs one exam-
ple for each of the first three categories through few-shot
learning, accompanied by detailed reasoning steps eluci-
datingwhy the example aligns with the respective category.This
method not only aids LLMs in accurately understanding the cat-
egory definitions but also in adopting the intended reasoning
processes. It is important to note that LLMs have the option to
indicate when they cannot reach a clear conclusion. This fea-
ture helps prevent the model from generating hallucinations by
avoiding incorrect answers when it is uncertain.

• Adapt to TokenLimitations.Due to the limited context length
of LLMs, we implement strategies to sacrifice part of the con-
text information when the limit is exceeded. Specifically, we
employ the following measures: 1) Commit messages or descrip-
tions from advisory reports will be truncated with a note stat-
ing “collapsed due to token limitation” if they exceed a certain
threshold (e.g., 2,000 characters, as used in our experiment), and
2) We adopt a stepwise reduction method to supply informa-
tion about other changed functions in the commit. Depending
on whether the context limitation of the prompt has been ex-
ceeded, we will attempt the following methods from ¶ to ¸ and
only choose the latter option if all former options are infeasible:
¶ We supply all other changed function information in the com-
mit; · We supply all other changed functions in the same file;
¸ We do not supply other changed functions.
The prompt used to annotate the relevance of each modified

function with the vulnerability-fixing commit is shown in Figure 2.
In this study, we adopt GPT-4 [30], one of the top-performing LLMs
available at the time of writing [31]. Our cleansing method results
in a collection of 1,157 commits and 2,082 function pairs.

3 Study Design
In this study, we aim to investigate the characteristics of vulnera-
bilities in Python packages and assess the performance of current
static vulnerability detection methods on these vulnerabilities. We
begin by evaluating the label accuracy of PyVul and use PyVul as a
foundation for our analysis in the following sections. The evalua-
tion focuses on addressing the following research questions (RQs):
• RQ1: How accurate are the vulnerability labels in PyVul?
• RQ2: How effective are current rule-based approaches for detect-

ing vulnerabilities in PyVul?
• RQ3: How effective are current ML-based approaches for detect-

ing vulnerabilities in PyVul?

Next, we will introduce the subjects used for comparison and
evaluation when addressing these RQs.

3.1 Existing Python Vulnerability Benchmarks
To the best of our knowledge, there is currently no dataset specifi-
cally focused on vulnerabilities in Python packages. However, sev-
eral datasets have been curated that concentrate on vulnerabilities
within Python code. In this study, we utilize the label accuracy of
these existing datasets to benchmark the label accuracy of PyVul.
We select the subject datasets based on two criteria: 1) the dataset
must contain vulnerable Python code; and 2) the vulnerabilities in
the dataset should either be manually verified or linked to corre-
sponding advisory reports or Common Vulnerabilities and Expo-
sures (CVE) entries, ensuring the dataset’s high quality.
• SVEN [10]. SVEN is a manually annotated vulnerability dataset

that contains 808 pairs of vulnerable and non-vulnerable func-
tions across various programming languages. Among these, 380
pairs refer specifically to Python functions. The original SVEN
dataset does not include commit-level vulnerabilities. As such,
we supplement the SVEN dataset with relevant fix commits for
each function pairs, resulting in a total of 143 commit-level vul-
nerability and non-vulnerability samples.

• CVEFixes [6] and CrossVul [7]. Both CVEFixes and CrossVul are
multi-language datasets derived from the CVE database, which
include the fixing commits for various vulnerabilities. CVEFixes
is annotated at the function level, whereas CrossVul provides
annotations at the file level. Previous research [12] has success-
fully extracted vulnerable and benign functions from CrossVul.
We employ the approach to obtain the function-level data. As
a result, we have 1,360 pairs of Python functions related to 508
commits in CVEFixes, and 777 pairs of Python functions related
to 319 commits in CrossVul.

3.2 Vulnerability Dataset Cleansing Methods
The development of effective cleaning approaches and highly ac-
curate techniques for annotating vulnerable functions has been
limited. To our knowledge, the most advanced automated labeling
method is presented by Ding et al. [14], who designed heuristic
rules to retain functions onlywhen their likelihood of being vulner-
able is high.These rules prioritize precision over recall. Specifically,
a function’s prior version is labeled as vulnerable only if: 1) it is the
sole functionmodified in a vulnerability-fixing commit; 2) its name
appears in the linked CVE description; 3) its file name appears in
the CVE description, and it is the only function changed in that
file. Using this approach, PrimeVul achieves a high accuracy rate
of around 90%. However, its strict rules may lead to a substantial
loss of vulnerable samples, as many vulnerabilities are not limited
to a single function. Additionally, CVE descriptions can be incom-
plete or may not always specify particular functions or file names.
In contrast, our data cleaningmethod, LLM-VDC, is more adaptable
and can accurately identify genuine vulnerable functions across a
wide range of commits with LLM assistance. In the following, we
will use the name PrimeVul to also refer to this rule-based method
for cleansing vulnerability datasets.
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3.3 Static Vulnerability Detectors
Below, we introduce the three rule-based approaches and threema-
chine learning-based approaches used to analyze their effective-
ness in detecting vulnerabilities in PyVul.
3.3.1 Rule-based Approaches. Our selection criteria are as follows:
the methods must support vulnerability detection for Python, be
executable, and be widely recognized in the field of vulnerability
detection [32–34], reflecting the highest standard in this task.
• CodeQL [22]. CodeQL is a comprehensive static analysis engine

developed by GitHub that uses queries to identify vulnerable
patterns in code. It converts the source code of a program into
a queryable database that maintains the program’s semantics,
such as data and control flows. CodeQL supports multiple pro-
gramming languages, including Python. For Python, there are
101 built-in queries [35], including an extended set focused on
security. Each query is annotated with the CWEs. In total, 123
CWEs are covered by these queries.

• PySA [23]. PySA is a static taint analysis tool developed as part of
Facebook’s Pyre-check project. PySA identifies and flags these
vulnerabilities by analyzing the code to trace data flows from
untrusted input sources to potentially vulnerable sinks. The tool
features 38 clearly defined taint analysis rules that describe the
characteristics of the sources and sinks , mapping to 67 different
CWEs.

• Bandit [24]. Bandit is a popular open-source static analysis tool
(with 7.6k stars on GitHub) designed specifically to identify se-
curity issues in Python code. Bandit focuses on detecting vulner-
abilities primarily through pattern matching against Abstract
Syntax Trees (ASTs) and does not take into account control flows
or data flows within the code. It encompasses 39 rules, mapping
to 17 distinct CWEs.

3.3.2 ML-based Approaches. The state-of-the-art ML-based ap-
proaches for Python vulnerability detection primarily includeGNN-
based and LLM-based methods. GNN is a widely used model archi-
tecture for vulnerability detection. To the best of our knowledge,
the state-of-the-art GNN method trained to detect Python vulner-
abilities is VUDENC [9]. However, due to unresolved bugs in its
published implementation [36] and our unsuccessful attempts to
contact the authors, we were unable to replicate VUDENC and
therefore had to exclude it from our study.

LLMs pretrained on code have significant potential for language
agnostic vulnerability detection, either through direct prompting [14]
or fine-tuning [12, 14]. Research indicates that models from the
GPT-2 family can achieve performance comparable to GNN-based
methods when fine-tuned on small datasets, such as CVEFixes [6],
and demonstrate superior performance on larger datasets [12]. How-
ever, due to a lack of specifically curated Python datasets, most ex-
isting studies have focused on other programming languages, par-
ticularly C/C++. In this paper, using PyVul, we conduct the first
study of LLM-based vulnerability detection in Python packages.
In RQ3, we will evaluate the performance of LLMs employing two
distinct methods: 1) direct prompting, which assesses the LLM’s in-
herent knowledge of vulnerabilities and its ability to identify vul-
nerable code patterns, and 2) fine-tuning, which examines themod-
els’ capacity to learn from vulnerability samples and adapt to the
task of vulnerability detection. For our experiments, we selected
three representative LLMs, including one open-source model and

two proprietary models from OpenAI. The selection was guided
by the goal of covering commonly used LLM categories in prac-
tice, rather than performing an exhaustive comparison across all
available LLMs.
• CodeQwen1.5-Chat [37]. CodeQwen1.5-Chat is one of the latest

code LLMs from the open-source community, featuring 7B pa-
rameters. This model has been pretrained on approximately 3
trillion tokens of code-related data.We have selected CodeQwen1.5-
Chat, the instruction-tuned version of CodeQwen1.5, to evaluate
its performance in both direct prompting and fine-tuning scenar-
ios. Despite having only 7B parameters, CodeQwen1.5-Chat has
demonstrated state-of-the-art performance on the HumanEval
benchmark [31], outperformingGPT-3.5 Turbo and showing per-
formance comparable to GPT-4.

• GPT-3.5 Turbo and GPT-4 [30].The GPT family of models demon-
strates exceptional performance among LLMs and shows supe-
rior capabilities compared to open-source models in vulnerabil-
ity detection [14]. As of this study, GPT-3.5 Turbo is the highest-
performing proprietary model available for fine-tuning, while
GPT-4 ranks as the top-performing proprietary model on the
HumanEval leaderboard.

3.3.3 Experimental Setup. When evaluating the rule-based ap-
proaches, we used their default settings. Due to time constraints,
we set a timeout of 60 minutes for each run of the detectors. All
evaluations of the rule-based approacheswere conducted on a com-
puter equipped with a 14-core Intel Xeon W-2175 CPU and 32 GB
of RAM, running Ubuntu 20.04.6.

We follow existing research [14] to setup the fine-tuning frame-
work for CodeQwen1.5-Chat, withAxolotl [38].We load themodel’s
weights from Hugging Face Models [39] and fine-tune it with a
learning rate of 2 × 10−5 for four epochs using LoRA [40], which
balances between the training efficiency and task performance [41,
42]. To directly prompt CodeQwen1.5-Chat, we utilize the default
parameters, and all experiments are conducted on anNVIDIAA100
GPU with 80 GB of memory. For the proprietary models, we in-
teract with them through the OpenAI APIs. We fine-tune GPT-3.5
Turbo for just one epoch following [14]. Since fine-tuning for GPT-
4 was not available during this study, our evaluation does not in-
clude this model. During the model inference, we use the models’
default parameters while setting the temperature parameter to 0
for deterministic results.

4 Experiment Results
4.1 RQ1: BenchmarkQuality
4.1.1 Effectiveness of LLM-VDC. To assess the effectiveness of our
LLM-assisted method for cleansing vulnerability datasets, we eval-
uate the label accuracies of PyVul before any data cleansing, after
applying PrimeVul, and after applying LLM-VDC, respectively.

Validating the raw data, which includes 1,767 commits and 8,374
functions, is not feasible to do manually. Therefore, we evaluate
the data by randomly sampling commits and vulnerable functions
from each version of the dataset and manually checking the accu-
racy of their labels. The sample sizes 𝑛𝑠𝑎𝑚𝑝𝑙𝑒 are computed by the
formula [26] for statistical significance, 𝑛𝑠𝑎𝑚𝑝𝑙𝑒 = 𝑧2×𝑝 (1−𝑝 )/𝑒2

1+𝑧2×𝑝 (1−𝑝 )/𝑒2𝑁 ,
where 𝑁 is the population size, 𝑧 is the z-score, 𝑝 is the standard
deviation, and 𝑒 is the margin of error. We adopt a z-score of 1.96
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Table 1: Label accuracy of existing benchmarks and our newly curated benchmark, and the impact of data cleansing method
on label accuracy. 95% confidence intervals are computed using the Wilson score method [43].

Benchmark Data Cleansing #Commits #Sampled
Commits

Commit-lvl
Acc (%)

Commit-lvl
95% CI (%) #Vuln Funcs #Sampled

Funcs
Function-lvl

Acc (%)
Function-lvl
95% CI (%)

N/A 1,767 316 99.7 [98.2, 99.9] 8,374 368 40.5 [35.6, 45.6]
PyVul PrimeVul 745 254 100.0 [98.5, 100.0] 1,012 279 70.6 [65.0, 75.7]

LLM-VDC 1,157 289 100.0 [98.7, 100.0] 2,082 325 94.2 [91.1, 96.2]
SVEN[10] N/A 143 105 100.0 [96.5, 100.0] 380 192 96.3 [92.7, 98.2]
CVEFixes[6] N/A 508 219 99.5 [97.5, 99.9] 1,360 300 48.3 [42.7, 54.0]
CrossVul[7] N/A 319 175 99.4 [96.8, 99.9] 777 258 51.2 [45.1, 57.2]
PyVul (Python) LLM-VDC 788 259 100.0 [98.5, 100.0] 1,480 306 93.1 [89.7, 95.5]

corresponding to 95% confidence level, a standard deviation of 0.5,
which is the maximum standard deviation as the exact distribution
unknown, and a margin of error of 5%. Columns four and seven
in Table 1 lists the sample sizes. The first and the third authors,
both with expertise in general software vulnerabilities and over
four years of experience in Python development, independently as-
sess whether each commit or function is genuinely related to the
reported vulnerability. Their evaluation is based on a thorough re-
view of the fix commit, the code before and after the commit, the re-
lated vulnerability report, the CVE descriptions, and any available
discussions among developers. We quantify inter-rater agreement
on the initial independent assessments using Cohen’s Kappa [44],
which is 0.718 and within the range of fair to good. In cases where
the authors disagree, they collaboratively review the sample and
discuss it until they reach a consensus. For our assessment criteria,
a commit is considered erroneously labeled if: 1) it is irrelevant
to the associated vulnerability, or 2) it does not fully resolve the
vulnerability. A function is deemed mistakenly labeled as vulnera-
ble if: 1) it has been modified for consistency rather than directly
addressing the vulnerability, or 2) it is entirely irrelevant to the
vulnerability. We calculate label accuracy as the percentage of cor-
rectly labeled samples out of all evaluated samples. The results of
this analysis are presented in Table 1. To provide accurate coverage
for binomial proportions in boundary cases such as near-perfect
detection rates, we additionally report 95% confidence intervals
(CIs) using the Wilson score method [43].

When no data cleansing method is applied, the collected dataset
shows a label accuracy of 99.7% at the commit level. Both PrimeVul
and LLM-VDC successfully increase the commit-level label accu-
racy to 100.0%. Note that these accuracies are calculated from sam-
ples; we therefore includeWilson intervals tomake the uncertainty
explicit. This improvement is also reflected in the Wilson 95% con-
fidence intervals, which become tighter and shift upward with in-
creased lower bounds, indicating improved label accuracy under
sampling uncertainty. At the function level, when no data cleans-
ing is applied, the label accuracy of the collected raw data is 40.5%.
After applying the PrimeVul method, the label accuracy increases
to 70.8%. However, even the upper bound of the 95% CI is signifi-
cantly lower than the accuracy of around 90% reported in their own
datasets [14]. This indicates that PrimeVul shows limited effective-
ness in our PyVul. The primary reason for its underperformance is
presumably the inclusion of diverse programming languages, par-
ticularly the obfuscated JavaScript code. PrimeVul relies on search-
ing for function names in the CVE descriptions, but changes in ob-
fuscated JavaScript code often involve short, non-descriptive func-
tion names, such as a single letter “p”. These functions are likely

to be inaccurately associated with vulnerability fixes. This high-
lights PrimeVul’s limitations in generalization ability. In contrast,
the LLM-VDC method significantly enhances the label accuracy of
PyVul to 94.2%.

Additionally, LLM-VDC retains a significantly larger number
of samples compared to PrimeVul. Initially, the benchmark shows
1,767 commits and 8,374 vulnerable functions before any data cleans-
ing. After applying PrimeVul, these numbers decrease to 745 com-
mits and 1,012 functions. In contrast, the LLM-VDC method retains
1,157 commits and 2,082 functions. Remarkably, at the function
level, LLM-VDC retains twice as many samples as PrimeVul, high-
lighting its superior effectiveness in data preservation.

LLM-VDC significantly enhances the function-level label accu-
racy of PyVul to 94.2%. Compared to the baseline cleansing
method, LLM-VDC not only achieves a greater improvement in
label accuracy but also retains twice as many samples.

4.1.2 Label Accuracy of PyVul. Since both PyVul and the baseline
benchmarks include code written in Python and other program-
ming languages, we extracted and evaluated only the segments per-
tinent to Python code to ensure a fair comparison. We refer to this
subset of our PyVul benchmark as PyVul (Python). In this section,
we randomly sample commits and vulnerable functions from each
benchmark and follow the same procedure for manually validating
their label accuracy as described in Section 4.1.1.

We present the results in Table 1. As indicated, all four bench-
marks demonstrate strong performance in commit-level labeling
accuracy, achieving 99.4% or higher. At the function level, we ob-
serve that the label accuracy of the automatically collected vul-
nerability datasets, CVEFixes and CrossVul, is 48.3% and 51.2%, re-
spectively. In contrast, themanually curated vulnerability function
dataset, SVEN, boasts a label accuracy of as high as 96.3%. However,
this dataset is limited in size due to the high cost of manual annota-
tion, containing only 380 vulnerable functions. On the other hand,
the vulnerability function dataset we collected automatically has a
label accuracy of 93.1%. This accuracy is between 82.5% and 92.8%
higher than that of the other two automated baseline benchmarks
and is comparable to the manually curated dataset SVEN. This ad-
vantage is also supported by Wilson intervals: PyVul (Python) at-
tains 93.1% with a narrow 95% CI [89.7%, 95.5%], while the auto-
matically collected baselines remain around 50%with substantially
lower intervals. With the advanced data cleansing method, oppor-
tunities arise to establish a high-quality vulnerability benchmark
on a large scale.
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All the Python vulnerability benchmarks examined demonstrate
high accuracy at the commit level. However, the accuracy at
the function level varies significantly. PyVul (Python) achieves
a label accuracy of 93.1%, which is between 82.5% and 92.8%
higher than the accuracies of the automatically collected base-
line datasets. Additionally, this accuracy is comparable to that
of the manually curated dataset SVEN.

4.2 RQ2: Evaluation of Rule-based Detectors
With a more accurately annotated vulnerability benchmark, we
can perform a more precise evaluation of existing vulnerability
detection methods. Since rule-based and ML-based vulnerability
detection methods typically operate at different levels (commit or
function), we evaluate them separately. For rule-based vulnera-
bility detection methods, we use the commit-level vulnerability
dataset for evaluation.

Due to the limitations of rule-based static vulnerability detec-
tion methods, such as CodeQL, PySA, and Bandit, which can only
detect vulnerabilities for a specific programming language at a time,
we use samples in PyVul that involve only the Python language, ac-
counting for 68.1% (788/1,157) of the Commit vulnerability dataset.
In this PyVul (Python) subset, we selected six vulnerability types
with the highest occurrence frequency, totaling 244 commit-level
vulnerability samples, to assess the efficiency of rule-based detec-
tors, as shown in the second column of Table 2.

We apply the detectors to scan the vulnerability samples from
CWEs that they target and report the number of complete runs in
the third column. Among the three detectors, PySA exhibits a no-
table number of failed runs. Out of 244 scans, only 54 of them finish
within a one-hour time window without any interrupting runtime
errors. On average, the completion rate of the three detectors is
62.2%.

The detection results of rule-based static analysis methods are
difficult to verify automatically. Even when the detection results
identify the target vulnerability, the reported locations of the vul-
nerable code can vary from the patch, especially for taint-style vul-
nerabilities. As a result, we manually interpret and verify each of
the detection results that match the CWE of the target vulnerabili-
ties. Our manual verification protocol follows the same procedure
used in RQ1. Specifically, the first and third authors independently
review each vulnerability and the corresponding alerts, and deter-
mine whether any alert truly reports the target vulnerability. The
initial agreement between the two authors is 0.601 in terms of Co-
hen’s Kappa, indicating fair-to-good agreement. When disagree-
ments occur, the two authors jointly revisit the case and discuss
it until reaching consensus. For each vulnerability, the authors ex-
amine the vulnerability description, the fix commit message, and
any available developer discussions to identify the vulnerable code
location or the taint path responsible for the vulnerability. They
then inspect the reported alerts and check whether any alert cov-
ers the identified vulnerable location, or overlaps with the relevant
taint path. The results of this manual verification are presented
in the fifth column of Table 2. Overall, the best-performing detec-
tor in our evaluation, CodeQL, successfully detects 10.8% (23/212)
of these reported real-world vulnerabilities. Bandit detects 5.3%
(10/189) of these vulnerabilities, and PySA fails to detect any of

Table 2: Performance of rule-based detectors.

Detector CWE #Commit #Complete #Warnings #Verified
Positives

CodeQL

CWE-79 73 73 1,633 5
CWE-22 50 50 1,414 15

CWE-400 37 37 1,302 2
CWE-362 32 - - -
CWE-89 29 29 1,341 1

CWE-352 23 23 388 0

Total 244 212 6,078 23

PySA

CWE-79 73 24 25 0
CWE-22 50 30 143 0

CWE-400 37 - - -
CWE-362 32 - - -
CWE-89 29 0 0 0

CWE-352 23 - - -

Total 244 54 168 0

Bandit

CWE-79 73 73 73,933 8
CWE-22 50 50 127,273 0

CWE-400 37 37 90,889 0
CWE-362 32 - - -
CWE-89 29 29 30,928 2

CWE-352 23 - - -

Total 244 189 323,023 10

CWE-79: Cross-site Scripting; CWE-22: Path Traversal; CWE-400: Uncontrolled Re-
source Consumption; CWE-362: Race Condition; CWE-89: SQL Injection; CWE-352:
Cross-Site Request Forgery.

them. For the detection of specific CWE categories of vulnerabil-
ity, CodeQL again demonstrates the best performance and detects
30.0% (15/50) of the CWE-22 vulnerabilities.

We further list the total number of warnings given by the detec-
tors after scanning the target vulnerabilities in the fourth column
of Table 2. In total, PySA generates 168 warnings for 54 vulnera-
bility samples, CodeQL generates 6,078 warnings for 212 samples,
and Bandit generates 323,023 warnings for 189 samples. Notably,
on average, Bandit outputs 1,709 warnings for each sample. The
high volume of warnings produced by Bandit underscores a poten-
tially significant, or even impractical, manual auditing effort.

Overall, none of the evaluated detectors are capable of effec-
tively identifying vulnerabilities in PyVul (Python). In addition, low
completion rate and excessivewarning numbers further undermine
the applicability of the detectors in real-world scenarios.

The best-performing rule-based vulnerability detection ap-
proach detects merely 10.8% of the real-world vulnerabilities in
PyVul (Python). Additionally, two issues spotted in the evaluated
detectors, low completion rate and excessive volume of warn-
ings, potentially undermine their applicability in the real world.

4.2.1 Limitations of Rule-based Detectors. To understand the un-
derlying reasons for the inefficiency of these static analysis tools,
we randomly select and manually audit 30 cases where detection
failed and summarize the causes of detection failures for each of
the six CWE vulnerability types. The following lists the discussion
of two CWEs, with the remaining cases provided in the supplemen-
tary material.
CWE-79: Cross-site Scripting. Cross-site Scripting (XSS) vulner-
abilities are a type of injection vulnerability where user-supplied
data gets rendered in web pages without adequate safety checks,
resulting in potential malicious code execution.The examined XSS
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vulnerabilities can be categorized into three types: 1) Reflected XSS
(12/30). 2) Stored XSS (16/30). 3) Improper URL parameter valida-
tion leading to potential XSS in downstream applications (2/30).
Reflected XSS and stored XSS, the predominant types of XSS iden-
tified in Python packages, ultimately share the same taint sources,
i.e., user input from remote flows, and taint sinks, i.e., server re-
sponses. Involved in web applications, these vulnerabilities exhibit
complex data flows and require sophisticated taint analysis, which
is evidenced by the variety of the fixing locations. For reflected
XSS, we observe two commonly adopted fixes in real-world re-
ports: 1) sanitizing the fields of web pages (7/12), 2) sanitizing the
data parsed from user requests (3/12). As evidenced by the fixes,
accurate detection of reflected XSS requires cross-language taint
analysis that takes both server-side code and client-side code into
consideration. Neither CodeQL or PySA supports cross-language
taint analysis.

Stored XSS extends further. We observe fixes have been applied
in various locations, including: 1) proper sanitization in object-
relationalmappings (ORM) (4/17), 2) proper sanitization in response
crafting (5/17), 3) proper sanitization in client-side code (2/17), 4)
setting Content Security Policy (CSP) in the server’s configuration
(4/17). This requires a more comprehensive scope of analysis. In
addition, stored XSS is considered a high-order taint-style vulner-
ability [45] where there exist two phases of taint flows [46]. In the
first phase, taint flows from remote flow sources to data storage
sinks. In the second phase, the exact taint is loaded from data stor-
age and flows to server response generation sinks. As such, for de-
tecting stored XSS, the detectors are required to identify the stored
location of the taint and bridge the two phases. Neither of the two
detectors makes any effort to model these complex taint flows for
stored XSS.

The third type of XSS, improper validation of URL parameters
leading to potential XSS in downstream applications, commonly
occurs in non-standalone packages—those not self-contained and
primarily serve as utility providers for other applications. Effec-
tive taint analysis relies on the precise definition of taint sources
and sinks, which can be predefined by the detectors or supplied
by users. Both CodeQL and PySA have a comprehensive range of
predefined sources and sinks. However, for non-standalone pack-
ages where their downstream applications need to be taken into
consideration, these predefined sources and sinks can hardly be ef-
fective. For example, in the context of a web framework such as
Django [47], a function parameter may be used by downstream
applications to pass user-supplied data, thus qualifying as a taint
source. Vulnerabilities associatedwith these package-specific sour-
ces and sinks cannot be automatically identified by the subject de-
tectors.

Apart from taint analysis rules targeting specific types of XSS,
Bandit, and CodeQL have rules checking HTML escaping project-
wide to address general XSS, such as checking if the Jinja2 environ-
ment is set to auto-escape. Such rules mitigate certain XSS vulnera-
bilities but face several problems: 1) Jinja2, despite its popularity, is
not universally adopted across all Python web applications. Even
for those that employ Jinja2 templates, it is not guaranteed that
all client-side web pages are generated using Jinja2. 2) Dynamic
content on web pages that uses JavaScript can also introduce XSS
vulnerabilities; 3) Setting Jinja2 environment to auto-escape may

be against the project’s business logic. For example, the project
nbdime involved with CVE-2021-41134 [48] is a tool for diffing and
merging of Jupyter notebooks and offers web-based extensions. In
such a case where user-uploaded code is displayed on web pages,
project-wide automatic escaping may not be a viable solution.
CWE-352: Cross-Site Request Forgery (CSRF). CSRF is an at-
tack that allows the attacker to exploit a user’s authentication cre-
dentials on a logged-in website and send malicious requests to that
site. Two causes of CSRF are identified in the examined reports:
1) Using GET requests to modify database (16/23). GET requests
are supposed to be used only for viewing data, and using GET re-
quests to change anything in the database is not protected by any
CSRF protection policies; 2) CSRF protection is not applied to cer-
tain pages (6/23) (e.g., not setting CSRF tokens for certain forms).

Among the three evaluated detectors, only CodeQL includes a
rule targeting CSRF vulnerabilities. However, CodeQL over-simpli-
fies the vulnerability without addressing vulnerable code patterns
in the real world. CodeQL operates under the assumption thatmod-
ern web frameworks include built-in CSRF protections and that
vulnerabilities only arise when these protections are explicitly dis-
abled. CodeQL’s rule checks if aweb framework is used andwhether
CSRF protections have been disabled in the global settings. Yet,
we have not observed such cases in real-world vulnerability re-
ports. Most CSRF vulnerabilities exist with certain CSRF protec-
tion turned on. As such, CodeQL’s rule is completely ineffective
against these real-world vulnerabilities.

Our evaluation has yielded two key insights regarding the cur-
rent state of rule-based detectors:
• In terms of the detector rules, we observe a substantial discrep-

ancy between the assumptions of the evaluated detectors and
the real-world security landscape. To quantify the prevalence of
this issue, we measure the proportion of in-scope rule-missing
failures, where the detector claims to target the corresponding
CWE but no rules cover the real-world pattern. As these mea-
surements are binomial proportions, we additionally report 95%
confidence intervals using the Wilson score interval, which pro-
vides more accurate coverage without relying on large-sample
normal approximations.The proportions are 52.5% (95%CI: [44.3%,
60.6%]), 29.2% (95% CI: [20.8%, 39.4%]), and 40.7% (95% CI: [32.2%,
49.7%]) for CodeQL, PySA, and Bandit, respectively. Notably, even
at the lower bound of the 95% confidence interval, at least 20.8%
of failures can be attributed to missing detector rules.

• In terms of the detector architecture, current rule-based vulner-
ability detectors for Python lack: 1) support for high-order vul-
nerabilities, web application-related vulnerabilities can be high-
order, such as storedXSS; 2) capability ofmodeling cross-language
vulnerabilities; 3) accurate data flow modeling that addresses
Python’s language features.

Our empirical evaluation reveals two primary limitations in the
current state of rule-based vulnerability detectors for Python:
1. substantial discrepancy between the assumptions of the de-
tectors and real-world security scenarios, 2. lack of support for
high-order and cross-language vulnerabilities, and Python’s lan-
guage features.
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Table 3: Performance of ML-based approaches in detecting
vulnerabilities in PyVul.

Model Train Test Dataset Invalid Acc. Prec. Recall F1

CodeQwen1.5-Chat - 300 Paired 19 53.4% 51.9% 59.1% 55.3%
Non-paired 23 58.5% 57.4% 66.9% 61.8%

GPT-3.5 Turbo - 300 Paired 0 49.5% 49.5% 60.4% 54.4%
Non-paired 3 50.8% 50.8% 61.1% 55.5%

GPT-4 - 300 Paired 0 58.0% 52.1% 32.7% 40.2%
Non-paired 0 51.3% 65.8% 33.3% 44.3%

CodeQwen1.5-Chat
finetuned 300 300 Paired 0 51.0% 50.7% 72.0% 59.5%

Non-paired 0 62.7% 60.1% 75.3% 66.9%
GPT-3.5 Turbo
finetuned 300 300 Paired 0 50.0% - 0% 0%

Non-paired 0 67.7% 63.9% 81.3% 71.6%
GPT-3.5 Turbo
finetuned 1500 300 Paired 0 50.0% 50.0% 99.3% 66.5%

Non-paired - - - - -

4.3 RQ3: Evaluation of ML-based Detectors
In this RQ, we examine how well the real-world Python package
vulnerabilities in PyVul can be identified by ML-based detectors.
Existing approaches [12, 14] commonly detect vulnerabilities at
the function level. To address this requirement, we utilize function-
level samples from PyVul for our evaluation.

4.3.1 Performance of Vulnerability Prediction. To train and evalu-
ate theMLmodels, we require both vulnerable and non-vulnerable
samples. There are several strategies for curating non-vulnerable
samples. One approach is to collect the patched versions of vul-
nerable functions, while another is to gather unrelated functions.
Using the patched versions creates a more challenging scenario,
as vulnerable and benign samples tend to be very similar, differing
by only a few lines of code. This requires ML-based approaches to
have a deeper understanding of the intrinsic characteristics of the
vulnerabilities. In our experimental setup, we use both strategies,
referring to them as paired and non-paired datasets. To create the
non-paired dataset, we compile a pool of benign samples from two
sources: 1) newly added functions in PyVul’s commit, which do not
have pre-fix versions, and 2) patched versions of functions that are
labeled by LLM-VDC as irrelevant to the vulnerabilities. This re-
sults in a total of 1,462 functions. For each vulnerable sample, we
randomly select a benign sample written in the same programming
language from this pool.

The three LLMs introduced in Section 3.3.2 are evaluated un-
der two different setups: direct prompting and fine-tuning. For the
evaluation across all settings, we use a total of 300 samples, includ-
ing 150 vulnerable samples and 150 benign samples, following [49].
In the direct prompting setup, we adopt a zero-shot approach and
follow [14] for the chain-of-thought prompt. To the best of our
knowledge, Ding et al. [14] represents one of the most recent stud-
ies evaluating the capability of LLMs to detect vulnerabilities using
direct prompting. Furthermore, we fine-tune CodeQwen1.5-Chat
and GPT-3.5 Turbo using a different set of 300 samples, following
the settings described in Section 3.3.3. To examine the effect of data
volume on fine-tuning, we also conduct an additional experiment
where we fine-tune GPT-3.5 Turbo with a larger dataset of 1,500
samples. For all setups, we evaluate the models’ performance us-
ing various metrics and present the results in Table 3. As LLMs
occasionally generate answers that are not in the required format,
we report the number of such invalid answers in the fifth column.

As shown in Table 3, LLMswithout additional adjustments achieve
accuracies ranging from 49.5% to 58.5% and F1 scores ranging from

Table 4: Performance of GPT-3.5 Turbowhen fine-tuned and
tested on different CWE types of vulnerabilities.

CWE Train Test Invalid Acc. Prec. Recall F1

CWE-79
(Cross-site Scripting) 232 58 0 58.1% 56.4% 71.0% 62.9%

CWE-22
(Path Traversal) 160 42 0 72.5% 90.9% 50.0% 64.5%

CWE-20
(Improper Input Validation) 158 40 0 75.0% 69.2% 90.0% 78.3%

CWE-476
(NULL Pointer Dereference) 84 22 0 68.2% 62.5% 90.9% 74.1%

CWE-125
(Out-of-bound Read) 84 22 0 77.3% 75.0% 81.8% 78.3%

40.2% to 61.8%,which are onlymarginally better than randomguesses,
indicating that they do not inherently support vulnerability detec-
tion tasks. Fine-tuning on non-paired data greatly improves the
performance of LLMs in terms of vulnerability detection, making
it a potentially promising direction. Specifically, GPT-3.5 Turbo
and CodeQwen1.5-Chat fine-tuned on 300 non-paired data yields
a 29.0% and 8.3% increase in F1 scores respectively, achieving F1
scores of 71.6% and 66.9%.

However, fine-tuning on paired data reveals a severe problem.
LLMs fine-tuned on paired data achieve even worse performance
than in a zero-shot setting. Specifically, CodeQwen1.5-Chat, de-
spite an increase of 4.2% in F1 score, shows a decrease of 2.4% in
accuracy. GPT-3.5 Turbo completely fails to derive any meaning-
ful learning from the paired data and consistently predicts every
test case as vulnerable. Moreover, despite being trained on a larger
dataset of 1500 samples, GPT-3.5 Turbo does not demonstrate any
learning improvements, maintaining an accuracy of 50.0%. This in-
dicates that LLMs are not able to differentiate the vulnerable func-
tions and their patched version. In real world, vulnerable code and
benign code are largely similar and often differ in a small number
of lines. The inability of LLMs to differentiate between these subtle
variations suggests that current LLM-based approaches may strug-
gle to provide practical utility in real-world applications.

The LLM-based vulnerability detection approaches, though
achieve relatively promising performance on non-paired data
with a best F1 score of 75%, fail to differentiate vulnerable sam-
ple with their largely similar patched version, indicating their
limited capability in real-world scenarios.

4.3.2 Performance Discrepancies Across CWEs. We further inves-
tigate the performance of ML-based approaches fine-tuned and
tested on different types of CWE vulnerabilities. Due to limited
samples per category, we select the fivemost prevalent CWEs from
our function-level benchmark and use all vulnerable samples from
each.We adopt a non-paired setting because LLMs struggle to learn
effectively from paired data, which leads to uninformative metrics.
For this evaluation, we choose GPT-3.5 Turbo, as it shows the high-
est F1 score when fine-tuned on non-paired data in Section 4.3.1.
We follow the same method as Section 4.3.1 to prepare the non-
paired datasets. The datasets curated for each selected CWE cate-
gory are then divided using an 80/20 split for fine-tuning and test-
ing.

Table 4 shows that GPT-3.5 Turbo yields varying results across
CWEs.The performance on CWE-79 and CWE-22 is notably lower
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+ function htmlEntities(str) {
+ return String(str).replace (/&/g, '&amp;').

replace (/</g, '&lt;').replace (/>/g, '&gt;').
replace (/"/g, '&quot;');

+ }
...
{

data: "ticket",
render: function (data , type , row , meta) {

if (type === 'display ') {
data = '<div class=" tickettitle"><a

href="' + get_url(row) + '" >' +
row.id + '. ' +

- row.title + '</a></div >';
+ htmlEntities(row.title) + '</a></

div >';
}
return data

}
}

Figure 3: Example of XSS vulnerability CVE-2021-3945 [51].
The fix in commit 2c7065e [52].

def form_valid(self , form):
request = self.request
if text_is_spam(form.cleaned_data['body'],
request):

return render(request , template_name='
helpdesk/public_spam.html')

else:
ticket = form.save(user=self.request.user if

self.request.user.is_authenticated else None)
try:

return HttpResponseRedirect('%s?ticket =%s
&email=%s&key=%s' % (

reverse('helpdesk:public_view '),
ticket.ticket_for_url ,
urlquote(ticket.submitter_email),
ticket.secret_key)

)
except ValueError:

return HttpResponseRedirect(reverse('
helpdesk:home'))

Figure 4: Relevant data storing function of XSS vulnerability
CVE-2021-3945.

compared to other categories: CWE-79, despite being trained on
the largest sample size of 232, attained the lowest F1 score of 62.9%.
In contrast, CWE-125, which was trained on a smaller sample set
of 84, achieved a higher F1 score of 78.3%.

To understand this gap, we manually examined 50 vulnerable
functions from each category and identified two contributing fac-
tors: high variance among vulnerable functions and limited con-
textual visibility.

1) The great variance of the vulnerable functions. CWE-79
(Cross-Site Scripting) is a taint-style vulnerability [50], where taint
flows span multiple functions and sanitization may occur at vari-
ous points. We observed sanitization applied in diverse locations—
from database interactions and embeded client-side code such as
HTML/JavaScript, to server configurations. In this case, in the func-
tion-level setting where the changed functions prior to the fixing
commit are marked as vulnerable, a diverse range of vulnerable
function samples may be observed. Such great variance can con-
fuse the model and hinder its ability to learn effective patterns for
identifying vulnerabilities.

Figure 3 shows an example of XSS vulnerability. This vulnera-
bility arises when a user creates a ticket with a malicious title that
injects html code. As the ticket titles are never sanitized, when the
tickets are rendered on the admin’s page, the injected HTML code
will take effect. The fix adopted by the developers sanitizes the

ticket titles in the render function where the tickets are rendered.
Alternatively, the vulnerability could also be effectively mitigated
by sanitizing the data before it is stored in the database, specif-
ically within the form_valid function, as shown in Figure 4. In
this instance, if developers opt to sanitize the data in render, then
render is identified as the vulnerable function; if sanitization oc-
curs in form_valid, then form_valid is marked as vulnerable. In
contrast, the patches of CWE-125 (Out-of-bound Read) typically
exhibit shorter taint flows. When the vulnerabilities are processed
as vulnerable functions, the models are able to observe more stable
vulnerable code patterns compared to CWE-79.

2) Inability to see important context. In the patches of CWE-
79 vulnerabilities, sanitizations are commonly implemented as new
functions and then applied to the input data. However, in the func-
tion-level setting, the model may not be able to access the content
of such sanitization functions, resulting in additional difficulty in
differentiating between the vulnerable code and fixed code pair.

For instance, in the same example of Figure 3, the developers
create a sanitization function htmlEntities, which sanitizes po-
tential HTML injection, and invoke it in the render function. In
the function-level settings, including the ones that take a step fur-
ther and group functions implicated in cross-function vulnerabili-
ties, such as [53], as the function htmlEntities is newly created
and does not have a pre-existing vulnerable counterpart, it will
not be included in the dataset that is used to train or test models.
Consequently, this omission impedes the model’s ability to discern
between the pre-fix and post-fix versions of the render function.

Therefore, we argue that the typical function-level setting is
problematic to real-world scenarios, failing to capture the charac-
teristics of real-world vulnerabilities. This echoes the observation
reported by Risse et al. [54]. Future work is encouraged to explore
innovative training methods to incorporate relevant contexts of
vulnerabilities and enable models to effectively learn vulnerable
code patterns despite the variance of fixing patches.

The performance of fine-tuned LLMs for vulnerability detec-
tion varies substantially across CWEs. The commonly adopted
function-level setting fails on complex real-world vulnerabilities
for two reasons: 1) the great variance of the vulnerable functions,
and 2) the potential absence of important context.

5 Related Work
Vulnerability empirical study. Many empirical studies [55–57]
have been conducted to study vulnerabilities in other software sys-
tems or software ecosystems. Regarding the Python ecosystem, Al-
fadel et al. [58] make the first move to study the propagation and
life span of Python security vulnerabilities. Besides, there has been
research to study the bugs in machine learning (ML) libraries in
Python [59–62]. Despite these efforts, the characteristics of secu-
rity vulnerabilities in the whole Python package ecosystem have
not beenwell studied, and howwell current vulnerability detection
tools perform on real-world vulnerabilities in Python packages re-
mains unknown.

Vulnerability datasets. Different datasets [7, 9, 12, 14, 25, 63]
have been presented to facilitate vulnerability detection. Apart from
the datasetswe have compared PyVulwith, notably, the VUDENC [9]
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dataset contains more than 20,000 vulnerable Python functions.
However, since VUDENC is collected by keywordmatching in com-
mit messages, it suffers from low label accuracies [10] and is thus
excluded from our comparison. Cheng et al. [12] presented Diver-
seVul with their empirical study, a new C/C++ vulnerable source
code dataset that is 60% larger than the previous largest dataset for
C/C++. In contrast, our dataset is collected with a focus on vulner-
abilities in Python packages and cleansed with the assistance of
LLMs to achieve high label accuracy.

Vulnerability dataset cleansing. Apart from PrimeVul [14],
ReposVul [13] also targets the inaccurate labels in vulnerability
datasets by combining LLMs and static vulnerability detectors. Re-
posVul determines a file as related to a vulnerability fix if both
LLMs indicate its relevance and static vulnerability detectors iden-
tify vulnerabilities in its before-fixing version. Comparing to Re-
posVul, our cleansing method, LLM-VDC, cleanses the datasets at
a finer granularity with a higher accuracy. In addition, since Re-
posVul inherently depends on the outputs of static vulnerability
detectors, its resulting dataset is unsuitable as a benchmark for
evaluating static detectors.

Vulnerability detection. Rule-based static vulnerability detec-
tion has been a commonly adopted approach, characterized by scal-
ability and comprehensiveness. Previously, the method has been
extensively explored in the context of statically typed languages [45,
64–67]. Recently, its application in dynamic languages such as
JavaScript has also become a popular research area [19, 68–70].
However, rule-based static vulnerability detection in Python is yet
to be explored by the research community, which may be attrib-
uted to Python’s complex features [71]. Even the most fundamen-
tal elements of static analysis, such as call graphs, have only re-
cently been explored [72]. The state-of-the-art static vulnerabil-
ity detectors in Python are predominantly developed by industry,
with notable tools such as CodeQL [22], PySA [23], and Bandit [24]
leading the efforts.

ForML-based vulnerability detection, previous papers have used
LSTM [9, 73], CNNs and RNNs [74], Bidirectional RNNS [75], and
Graph Neural Networks [25, 76, 77] to detect vulnerable source
code. Among them, only VUDENC [9] was trained and evaluated
on Python code. VUDENC applies a word2vec model to identify
semantically similar code tokens and to provide a vector represen-
tation, and then uses an LSTM network to classify vulnerable code
token sequences.

6 Discussion &Threats to Validity
Discussion. Our LLM-assisted cleansing method labeled 72 out of
8,374 vulnerable functions as ”4) no decision can be made”. To en-
sure the integrity and validity of the evaluation on this automated
cleansing method, especially when measuring the precision and
recall, we exclude the commits associated with these 72 functions
from our dataset. Future work could explore altering the composi-
tion of contextual information provided to LLMs or incorporating
additional context to help LLMs resolve such cases.

In our empirical evaluation of vulnerability detectors, we eval-
uated current rule-based and ML-based detectors and investigated
their limitations independently. A direct comparison between these
two methodologies was not conducted due to inherent differences

in their operational granularities. Rule-based detectors scan whole
projects and locate vulnerabilities precisely with detailed informa-
tion such as the causes of the vulnerabilities and taint flow paths,
while currentML-based detectors typically analyze individual func-
tions and solely classify them as vulnerable or not.

Threats to validity. Our dataset is curated frommultiple vulner-
ability-reporting platforms, which differ in reporting criteria, dis-
closure practices, update frequencies, and historical coverage. As
a result, platform bias and temporal bias may exist and potentially
affect the representativeness of certain vulnerability types or time
periods. However, our aim is to obtain an ecosystem-level under-
standing of Python-package vulnerabilities; therefore, maximizing
coverage and curating a comprehensive set of known vulnerabili-
ties are of greater importance to our study.

In addition, fix commits are used to identify and de-duplicate
vulnerability reports collected from different platforms. Two spe-
cial situations exist: 1. a single fix addresses multiple unrelated vul-
nerabilities; 2. a vulnerability is fixed by multiple distinct commits.
The former leads to under-counting vulnerabilities and the latter
results in incomplete patches. However, based on our manual re-
view of a statistically significant number of commits, such cases
are rare, and their overall impact on our conclusions is limited.This
could potentially be mitigated by incorporating LLMs into the de-
duplication process, which we leave for future work.

For RQ1 and RQ2, the dataset labels and the rule-based detec-
tors’ results are validated manually. The reliability of these deci-
sions can be influenced by factors such as the evaluators’ expertise
in relevant areas and their personal interpretations of the vulnera-
bilities. To mitigate potential biases, we involve two authors, both
with solid backgrounds in Python programming and software se-
curity, to independently assess the correctness of the labels and
then resolve disputes.

In RQ3, the ML-based detectors are trained and evaluated us-
ing our dataset cleansed by LLM-VDC, which achieves high but
not perfect accuracy. Such label noises may affect the measured
performance of ML-based detectors. Nevertheless, our manual val-
idation shows that the labeling accuracy exceeds 93%, suggesting
that such noise is relatively limited in scale. We therefore expect
its impact to primarily affect absolute performance values rather
than invalidate the overall conclusions of RQ3.

7 Conclusion
In this paper, we presented PyVul, the first large-scale, high-quality
benchmark suite of Python-package vulnerabilities, consisting of
1,157 vulnerable repository snapshots, and 2,082 vulnerable func-
tions along with their respective patched versions. We introduce
LLM-VDC, an LLM-assisted data cleansingmethod, to cleanse PyVul
and achieve a 62.1% to 74.1% improvement in function-level la-
bel accuracy compared to previous automatically collected vulner-
ability datasets, underscoring the effectiveness of our cleansing
method in vulnerability labels. Utilizing PyVul, we further evalu-
ate current rule-based and ML-based static vulnerability detectors
in Python. Our experimental results reveal that none of the cur-
rent approaches is satisfactory for detecting these real-world vul-
nerabilities in Python packages. Additionally, our empirical study
delves into the limitations of these detectors, offering critical in-
sights to fuel future development of static vulnerability detectors.
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